Cal Poly Pomona Foundation, Inc.

Operational Policies and Procedures
	
Back up system procedure



Purpose: 

This policy defines the backup procedures for the Foundations data and information located on the primary processor and the workstation servers.   This policy also defines the storage of the data backup tapes created as a result of the backup procedure.

Requirements for Backup
The following data repositories are required to be backed up on a daily basis:

1. HP3000 Server located in Building 55

2. Three Dell-NT servers located in Building 55

3. Novell server located at Kellogg West

4. One RM2700 Micros register server located at Los Olivos

5. One RM2700 Micros register server located at Round Table

6. One RM2700 Micros register server located at the Campus Center

7. One RM3700 Micros register server located at the Campus Center

8. RS6000 inventory system located at the Bookstore

9. Novell POS system located at the Bookstore

10. Novell POS system located at the CITTI

11. FHS system located at the University Village

Procedures for Creating Backup Data 

Back up media in all cases are cassette data tapes.  Backing up the data repositories described above is the responsibility of the Information Systems technology (IST) operations staff. 
Procedures for Storage of Backup Data Storage Media

Procedures for Storing Backup Media

In order to provide backup and recovery services IST has provided two separate facilities for securing backup data tape media:   

1. Building 55 and Foundation Village Housing exchange data tape media providing off site services for each other.

2. Building 55 and the Bookstore exchange data tape media providing off site services for each other.
3. Kellogg West server is currently being backed via a server at building 55. This is considered an off site backup.
4. All of the RM2700 servers and the RM3700 server are being backed up via a server in building 55. This is considered an off site backup.
Standard Operating Procedure
· Bookstore personnel exchange their most recent backup tapes with the tapes that were stored off site for them in building 55 on a daily basis ( Monday through Friday). 

· Bookstore personnel also exchange building 55’s most recent backup tapes with the tapes that they were storing off site for building 55 on a daily basis ( Monday through Friday).

· Foundation Village Housing personnel exchange their most recent backup tapes with the tapes that were stored off site for them in building 55 on a daily basis (Monday through Friday). 

· All the tapes in Building 55 are kept in a fire-proof safe. 

· All the tapes at the University Village and the Bookstore are kept in a fire-proof safe.
· Foundation MIS department oversees the tape exchange procedure and maintains a log sheet in the computer room at building 55.

Executive Order 813, Missing Equipment

Per Executive Order 813 dated March 22, 2002, notification of any cases of actual or suspected theft, defalcation or fraud must be reported to the Chief Financial Officer, Associate Director and the Executive Director no later than the first business day following the actual or suspected theft or irregularity.
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