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Bronco Bookstore

Operational Policies and Procedures

PRISM and PRISM POS User Policy

Purpose:

This policy identifies procedures and duties for the Bronco Bookstore to add, remove and maintain users to the bookstore’s operational applications. This policy also defines the procedure to maintain the level of access into the application allowed to individual employees.

Adding New Users:

A new bookstore employee will, after their hiring package is complete, receive a AIX logon, a PRISM logon, and if applicable, a PRISM POS logon. This logon will be assigned by the Associate Director of the bookstore. The logons will be setup according to the directions in the PRISM user manuals. All employee logons other than the system administrator’s allow access to the bookstore user applications ONLY and not the underlying file systems (i.e. Novell or AIX). The system administrator’s password is known by the Associate Director, the Operations Supervisor,the MIS director of the Foundation and Nebraska Book Company PRISM Support. This password is changed quarterly through Nebraska Book Company.

User Identifications and Password Restrictions.

The following restrictions must be followed when adding new users:

1. User password will be selected by the user and must be a minimum of 6 characters or digits.

2. The bookstore enforces a policy to change passwords once a quarter. There is no internal application to force users to do this, so a memo is delivered once a quarter to all employees to change their passwords. This can be monitored by the Associate Director for compliance. All new passwords must be unique and not a repetition of the former password. This policy also applies to the system passwords 

All systems mask the passwords while the users enter the code.

Removing Users:

During the termination of an employee, the Associate Director is notified by the Director of the bookstore to remove all logons for the respective employee. This applies to temporary employees as well whose logons are removed at the end of their session of employment.

Security Lockout:

Unauthorized access to the PRISM systems is controlled by a connection termination after three unsuccessful attempts. 

Security Access Level:

The PRISM systems have the ability to lock out employees by logon from certain functions of the system. In addition certain functions require a password in addition to a normal user logon and password. This process is described in the PRISM user manual which are attached to this policy.


Access to system functionality is determined by the Associate Director and the Director of the bookstore in relationship to the job duties.
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