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Introduction
This disaster recovery plan describes the methods and procedures to be used by Cal Poly Pomona Foundation in order to safeguard and restore the information systems and technology operations for Cbord Odyssey One Card system in the event of a disaster.   This recovery plan is not a static document, but rather represents only the starting point for the on-going maintenance necessary to keep any such plan current.  

Policy

I. Disaster Recovery Services
The Cbord Odyssey One Card system primary server is a Dell computer running Windows 2000 operating system. The primary software application that the Cbord Odyssey uses is Odyssey Privilege Control System (PCS). The server is in a very well secured room that is known as the CLA switch room (B1-151). The users accessing Odyssey PCS are located on campus in various buildings (i.e. building 55, building 97, etc…). The Following requirements and steps are needed in order for user to run Odyssey PCS on their workstations:

· Map a drive to servername\clients

· Install Odyssey PCS from the original CD (Latest version is located in bldg 55, room20)

· Run PDAL.exe from the appropriate folder on the server

· Contact the software vendor for assistance.

 Full offline hard drive to hard drive backup procedure is in place and being executed on a daily basis  (see our Practices and Procedures site http://134.71.84.68). The backup server is located in building 55 in room 20.

Cbord Odyssey’s minicomputers specifications are as follows:

· One Dell Power Edge 2600,  73 GB of HD space, 2 GIG of Memory 

· Workstation computers running Windows 9X and up

· Primary server IP number is 134.71.226.122

· Primary server name = Cbord_Odyssey

· Primary server Domain name = Domb55

II. Utility Disaster Recovery Planning and Documentation

As part of the operational support for the Foundation, IST Department’s primary responsibility is to maintain Local and Wide Area Network data services. The scope of this portion of the Disaster Recovery Plan, therefore, focuses on identifying the basic operations and procedures that must be documented, and the hardware and software that must be restored in order to insure timely recovery from a disaster.  The details of some topics discussed are subject to change, and it must be understood that operational procedures that are tied to specific systems may be altered over time.

The following elements are necessary items to restore operations after destruction or loss of any major component or an entire site. (It must be assumed that personnel with the necessary skills and abilities are available and can communicate with and/or relocate to the alternate site at which temporary operations are to be established.) 

1) Assurance of emergency equipment replacement (i.e., use space on a server in building 55)

2) Availability of the replacement site and wide area connectivity

3) Documentation of hardware and software to be replaced and/or restored

4) Preservation of system and data back-up drive

5) Contact equipment replacement provider to initiate the delivery of hardware

6) Notify hardware maintenance providers of disaster condition and affected equipment

7) Notify software providers of disaster condition and immediate need for new software keys, as appropriate, upon identification of serial numbers of replacement equipment

8) Retrieve most recent back-up hard drive and transport them to alternate location

Implementation of Temporary Operations

Upon establishment of a "control center" (e.g., Setup a work area in bldg 55), the emergency management team members would initiate the steps necessary to reinstate operations from the new location. Ideally, the team would keep a disaster recovery log to aid in the preparation of status reports and to document the incident for historical purposes. Working from procedural and recovery checklists (copies of which should be maintained with the back-up tapes and with copies of the disaster recovery plan), they would proceed to:

1) Assemble and verify availability of all necessary hardware, software, and resources at the back-up site

2) Install and test systems and applications software 

3) Arrange for and test/verify full recovery of communications capabilities

4) Determine starting point for recovered operations

5) Establish latest back-up files to be restored

6) Establish priority sequence for restoring most critical applications

7) Revise production schedules

8) Restore operations and begin processing 

9) Monitor and verify restoration is complete and data integrity and continuity have been re-established

10) Resume full processing schedule

Once the back-up facility is functioning on a full production schedule, attention would return to the permanent data center. Initial assessments of damage would be refined, and reconstruction plans developed. If major facilities/site damage had been incurred, the full reconstruction plans would extend well beyond the Odyssey One Card system’s operation. However, once the time schedule for facilities reconstruction were known, at least approximately, plans could be made for permanent replacement equipment. With the permanent center restored, operations are transferred from the temporary facility by following the same sequence of steps as were used to set up the back-up site. The re-establishment of normal operations should proceed under far less duress than the establishment of emergency operations, and the logs kept during disaster recovery should help highlight and troubleshoot/resolve any problems that may have arisen during earlier system transfers.

III. Disaster Recovery Checklist

Disaster is listed in two categories:  Complete or Partial.  A completed disaster consists of a major incident (I.E. earthquake or fire), which would destroy the CLA building’s switch room where the server is located and possibly the entire campus.  The CLA building would not be accessible, and a new location would be necessary.   A partial disaster consists of a minor incident (I.E. earthquake or fire) with little structural damage to the CLA building and the campus.  The buildings are still intact, and the Foundation needs technical support from our hardware vendors.

A. Complete Disaster

If a complete disaster occurred, Electricity, Water, Telephones, Voicemail, Email, and Data Line (Internet) connections would not be available until after the campus systems have been restored.   If the building cannot be entered, up to 5 days of data may be lost and will be recreated by the individual departments.  This type of a disaster will force the Cbord Odyssey users to an off-site location
Notify disaster planning/disaster recovery coordinator

Upon occurrence of any disaster that causes interruption of service for the Cbord Odyssey system, the IST manager will contact the Executive Director (CFO), Chief Operating Officer (COO), and Chief Financial Officer (CFO). The IST manager is currently acting as primary disaster recovery coordinator.  In the event he/she is unavailable, the COO and the CFO shall act as secondary, back-up contacts/coordinators.

Assess nature and impact of emergency

Within the first 2 hours after notification, the disaster recovery coordinator will:

1) Assess damage

2) Notify senior management (Executive Director, CFO, COO) and Bi-Tech vendor

3) Make recommendations on immediate course of actions for an alternate site  
4) Give formal notification to Cbord to declare a disaster and initiate replacement equipment shipment
Follow through on notifications

Within 4 hours, the disaster recovery coordinators will:

1) Contact Cbord’s field engineering to alert them to the situation and the anticipated schedule for equipment replacement

2) Contact off-site storage provider (see our Practices and Procedures site http://134.71.84.68).  

3) Confer with senior management to schedule duties for obtaining/recovering backup tapes or Hard drives and associated data/documentation

4) Confer with senior management to coordinate site readiness for connection of replacement equipment and rerouting of telecommunications links, as needed
Recovery preparations in temporary location

Within 8 hours, the disaster recovery coordinator will:

1) Provide senior management with an updated assessment, including estimated recovery schedule and recommendations for actions

2) Arrange for emergency funding, if required to cover travel or any other extra expenses necessary to deal with the situation

3) Contact software providers to alert them to anticipated interim operations requirements, need for emergency software keys, etc.

4) Contact Computer vendor to expedite servers, workstations, printers, and equipment

5) Gather up a minimum of four personal computers, a 10baseT hub and five patch cables. 

6) Establish a work area where the secondary server is locate or the nearest acceptable work area

7) connect all four workstations and the secondary server to the 10baseT hub using  the patch cables. 

8) Assign static IP numbers to all workstations. Map a drive to the new location of the database on all four workstations. 

9) Verify that the nightly backup did take place and revert to the off site backup tapes or hard drive (see IST_210_Backup System Practice.doc for further details on the nightly tape backup procedure).

Establish a basis for interim operations

Within 2 days, the disaster recovery coordinator(s) will:

1) Prepare temporary housing for PC’s and printers and notify senior management to decide if an alternate temporary location is necessary

Within 4 days:

1) Order and prepare computers, printers, phones, and other computer equipment for temporary location

2) Connect computers to the internet to access Cbord Odyssey’s  data located on the secondary server

3) Monitor restored operations to verify continuity, data integrity, etc.

4) Notify senior management if an alternate/interim processing schedule will be issued

Establish a full processing schedule in temporary location

Within 5 to 7 days, the disaster recovery coordinator(s) will:

1) Decide if temporary location is large enough for all the departments

2) Order furniture, equipment, and supplies for office areas

3) Announce the schedule for partial return (I.E. 40%) of staff

4) Provide updates to senior management 

Within 8 to 14 days, the disaster recovery coordinator(s) will:

1) Order furniture and equipment for second location (if necessary)

2) Announce the schedule for the remaining (60%) of staff

3) Re-assess status of equipment and permanent replacement equipment

4) Re-assess any other physical/facilities requirements before considering restoration

5) Confirm status of hardware/software with vendors/service-providers

5) Provide updates to senior management 

Establish a full processing schedule in restored location 

       Within 2 months to 2 years, the disaster recovery coordinator(s) will:

1) Re-assess status of equipment and permanent replacement equipment

2) Re-assess any other physical/facilities requirements before considering restoration 

3) Confirm status of hardware/software with vendors/service-providers

4) Install permanent replacement hardware

5) Re-install all operating systems, applications software, data, etc.

6) Test and verify all systems are operational

7) Re-route and test communications to restored site

8) Announce restoration and re-scheduling of operations from restored site

9) Resume all restored/normal operations

6) Provide updates to senior management 

A. Partial Disaster

If a partial disaster occurred, only minor structural damage would occur to the CLA building and the Campus.  Therefore, the disaster recovery coordinator(s) will contact Dell which provides for a 4 hour response time to repair any problems with the Dell mini-computer
Notify disaster planning/disaster recovery coordinator

Upon occurrence of any disaster that causes interruption of service at the for the Cbord Odyssey system, the IST manager will contact the senior management. The IST manager is currently acting as primary disaster recovery coordinator.  In the event he/she is unavailable, the COO and the CFO shall act as secondary, back-up contacts/coordinators.

Assess nature and impact of emergency

Within the first 2 hours after notification, the disaster recovery coordinator(s) will:

1) Assess damage

2) Notify senior management of the assessed damages

3) Notify Cbord’s support with current system problems

Follow through on notifications

Within 4 to 24 hours, the disaster recovery coordinator(s) will:

1) Work with Cbord’s field engineering to alert them to the situation and the anticipated schedule for equipment replacement

2) Contact computer vendors to correct computer and printer issues 

3) Restore necessary data and applications

4) Install and test applications on replacement hardware

5) Monitor restored operations to verify continuity, data integrity

6) Prepare full processing schedules

7) Provide updates to senior management

 Establish a full processing shedule

Within 24 hours to 96 hours, the disaster recovery coordinator will:

1) Repair problems with computers and equipment

2) Contact the Business Continuity Plan team members

3) Order and install necessary replacement furniture and equipment

4) Announce the schedule for full processing schedule

5) Provide updates to senior management
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