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Information Security Program

Cal Poly Pomona Foundation, Inc. 

I. Preamble

This Information Security Program (Program) was prepared by the Foundation Information Technology (IT)  department  in order to protect sensitive information and data, and to comply with Federal Law.  This Program will affect The Foundation IT department, as well as other areas of the Foundation. The goal of the Program is to protect sensitive information and data and to assure compliance with applicable law related to information security.

II. Definitions 

Covered Data and Information for the purpose of this document include, but are not limited to, personally identifiable information (e.g., social security number, date of birth, home address, home telephone number, academic performance record, physical description, medical history, disciplinary history, gender, and ethnicity) and personal financial information (e.g., Wages and Various Deductions).  Covered Data and Information includes both paper and electronic records. 

Relevant Offices are those administrative units of the Foundation that collect, process, or have responsibility for storing Covered Data and Information in a database or file.  Foundation IT will maintain a list of Relevant Offices.

III. Gramm Leach Bliley (GLB) Requirements 

GLB mandates that the University appoint an information security coordinator, conduct a risk assessment of likely security and privacy risks, institute a training program for all employees who have access to Covered Data and Information, oversee service providers and contracts, and evaluate and adjust the Program periodically. 

IV. Information Security Coordinator

In order to comply with GLB, the Foundation has designated an Information Security Coordinator.  This individual must work closely with the Executive Director (ED) and the Chief Financial Officer (CFO) of The Foundation, as well as all Relevant Offices.  The Coordinator is presently the Coordinator Manager (coordinator).

The Coordinator must assist the Relevant Offices to identify reasonably foreseeable internal and external risks to the security, confidentiality, and integrity of Covered Data and Information; evaluate the effectiveness of the current safeguards for controlling these risks; design and implement a safeguard program, and regularly monitor and test the Program.   

V. Risk Assessment and Safeguards 

The Coordinator must work with all Relevant Offices to identify potential and actual risks to security and privacy of Covered Data and Information. The head of each Relevant Office, or designee, will conduct an annual data security review, with guidance from the Coordinator. Directors will be asked to identify any employees in their respective areas that work with Covered Data and Information. In addition, The Coordinator  will conduct a quarterly review of procedures, incidents, and responses

The Coordinator shall strive to assure that patches for the software environments (e.g., operating system, system software, database management systems, and application packages) for centrally managed servers (e.g., human resources, financial, electronic mail, Web services,  and directory) are reasonably up to date, and will keep records of patching activity. The Coordinator  will review its procedures for patches to its software environments at least annually and will keep current on potential threats to the network and its data. Risk assessments will be updated quarterly.  The Coordinator will work with other areas of the Foundation to develop guidelines for the maintenance and management of the software environments of any servers connected to the campus network but located outside the central server area.

The Coordinator shall strive to assure the physical security of all centrally managed servers which contain or have access to Covered Data and Information. The Coordinator will work with other areas of the Foundation to develop guidelines for physical security of any servers connected to the campus network but located outside the central server area. 

The Coordinator has primary responsibility for the assessment of internal and external risks to information security, but all members of the Foundation units must be involved in risk assessment. The Coordinator, working in conjunction with each Relevant Office, will conduct regular risk assessments, including but not limited to the categories listed by GLB.

The Coordinator, working in cooperation with Relevant Offices, will develop and maintain a data handbook, listing those persons responsible for each covered data field in relevant software systems (financial,  development, etc.) in each Relevant Office. The Coordinator and the Relevant Offices will conduct ongoing (at least annual) audits, and will report any significant questionable activities, which may compromise security of Covered Data and Information.

The Coordinator will work with the Relevant Offices to develop and maintain a registry of those members of the Foundation units who have access to Covered Data and Information. The Coordinator, in cooperation with Human Resources and Financial  Services, will work to keep this registry up to date. 

The Coordinator, with assistance from Public Safety, will assure the physical security of all centrally managed servers and terminals, which contain or have access to Covered Data and Information.  The Coordinator will work with other areas of the Foundation to develop guidelines for physical security of any covered servers in locations outside the central server area. The Foundation will conduct a survey of other physical security risks, including the storage of covered paper records in non-secure environments, and other procedures, which may expose the Foundation to risks. 

Social security numbers are considered protected information under both GLB and the Family Educational Rights and Privacy Act (FERPA).
 By necessity, student social security numbers are in the University student information system.
  The Foundation will conduct an assessment of access and use of social security numbers by the Foundation, subcontractors with such access, and Foundation units.

The Coordinator will develop a written plan to ensure that all electronic covered Data and Information is encrypted in transit and that the central databases are protected from security risks. 

The Coordinator will develop written plans and procedures to detect and respond to actual or attempted attacks on Covered Data and Information systems. 

The Coordinator will periodically review the Foundation 's disaster recovery program and data-retention policies and present a report to the ED and CFO or their designees.

VI. Employee training and education 

While the heads of Relevant Offices are ultimately responsible for ensuring compliance with information security practices, the Coordinator will work in cooperation with the Human Resource Department to develop training and education programs for all employees who have access to Covered Data and Information. These employees typically fall into three categories: professionals in information technology who have general access to all Foundation data; custodians of data as identified in the data handbook; and those employees who use the data as part of their essential job duties. 

VII. Oversight of Service Providers and Contracts

The Foundation will select appropriate service providers that are given access to Covered Data and Information in the normal course of business and will contract with them to provide adequate safeguards.  In the process of choosing a service provider that will have access to Covered Data and Information, the evaluation process shall include the ability of the service provider to safeguard Covered Data and Information.  Contracts with service providers will include, to the extent possible, the following provisions:  an explicit acknowledgment that the contract allows the contract partner access to Covered Data and Information; a specific definition of the Covered Data and Information being provided; a stipulation that the Covered Data and Information will be held in strict confidence and accessed only for the explicit business purpose of the contract; a guarantee from the contract partner that it will ensure compliance with the protective conditions outlined in the contract; a guarantee from the contract partner that it will protect the Covered Data and Information it accesses according to commercially acceptable standards and no less rigorously than it protects its own customers’ confidential information; a provision allowing for the return or destruction of all Covered Data and Information received by the contract partner upon completion of the contract; a stipulation allowing the entry of injunctive relief without posting bond in order to prevent or remedy breach of the confidentiality obligations of the contract; a stipulation that any violation of the contract's protective conditions amounts to a material breach of contract and entitles the Foundation, to immediately terminate the contract without penalty; a provision allowing auditing of the contract partners' compliance with the contract safeguard requirements; and a provision ensuring that the contract’s protective requirements shall survive termination of the agreement.

VIII. Security Breach Notification

The Coordinator will work closely with the ED and the CFO of Foundation and the Foundation unit Directors to ensure that the Foundation complies with applicable law regarding notification of security breaches involving confidential information.

IX. Evaluation and Revision of the Information Security Program

The Information Security Program will be evaluated and adjusted to reflect changing circumstances, including changes in the Foundation’s business practices, operations or arrangements, or as a result of testing and monitoring the safeguards.  Substantive changes in business practices, operations or arrangements will require a new assessment of risk for the area of change.

� 20 U.S.C. § 1232g


� Social Security Numbers are kept both for historical purposes and due to the requirements of 26 U.S.C. § 6050S, the tuition payment credit reporting requirements. 
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